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Media Factsheet 

 

Defence-in-Depth Approach – Enhancing Cybersecurity of Public Healthcare in 

Four Domains: Governance, Technology, Process and People 

 

Governance – Enhancing Policies and Frameworks  

 

1. Governance and policies have consistently been reviewed and improved across 

the public health sector to augment the advanced technical measures.  

 

2. In support of PHIs’ provision of optimal care to patients, efforts made establish a 

governance structure between MOH and PHIs to ensure leadership oversight as well as 

the implementation of the Three-Lines-of-Defence (3LoD) risk management foundations. 

The first Line-of-Defence (1LoD) comprises teams which develop, deliver and operate the 

IT systems; the second Line-of-Defence (2LoD) comprises teams which oversee the 

security strategy, risk management and compliance while the third Line-of-Defence (3LoD) 

comprises checks and assurances that are independent of the first two lines of defence, 

IHiS and healthcare clusters. The 3LoD risk management principle ensures timely 

reporting and management of cybersecurity incidents, appropriate prioritisation and 

mitigation of cybersecurity risks including independent validation for effectiveness as well 

as the successful delivery of key cybersecurity initiatives.  

 

3. A revamped cybersecurity policy (HealthTech Instruction Manual - ICT Security 

Policy) was launched in November 2019 following a rigorous consultation process with 

multiple stakeholder groups. The policy serves to guide PHIs in their management of data 

and information security issues and risks and regular reviews of the policy are made to 

keep it relevant to the evolving cybersecurity landscape. 

 

Technology – Strengthening Defence Measures 

 

4. As part of the Defence-in-Depth strategy, multiple technological security measures 

were implemented across the six security layers. 

 

5. Healthcare Virtual Browser is also progressively being rolled out to enable some 

60,000 public healthcare users to access internet sites securely from their corporate 

workstations.  
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6. Other completed security measures include the implementation of dedicated 

Internet Browsing Zone for Healthcare, and 2 Factor Authentication (2FA).  

 

Process – Ensuring Adherence to Policies and Plans 

 

7. Risk-based processes, enhanced policies, layered governance and independent 

risk oversight are the new normal in cybersecurity.  The cyber risk dashboard now guides 

MOH and IHiS with cyber risk indicators that provide insights to the public healthcare risk 

profile and the risk reduction path of risk treatment decisions taken. We have also 

improved the incident response processes for a more effective response to cyber 

incidents. These processes are calibrated against actual security incidents and aligned 

to the National Cybersecurity Incident Response Framework. 

 

 

People – Building Capabilities 

 

8. To build the capabilities of the public healthcare staff, educational activities to 

create awareness on steps to prevent phishing and credential theft have been stepped 

up. Cybersecurity awareness and training efforts have also been ramped up across the 

public healthcare family, including activities like the Cybersecurity Week to inculcate in 

individuals the important roles they play in ensuring a good overall cyber defence.  

 

9. Over the last three years, the pool of cybersecurity expertise across public 

healthcare has increased across PHIs with talents ranging from specialised in forensic 

operations, cybersecurity policies and regulations, security operations and others. 

 

10.   A Cybersecurity Competency Development Framework was also put in place to 

raise the cybersecurity competencies for HealthTech professionals. Since 2018, more 

than 10 Cybersecurity Table-Top Exercises (TTX) and cyber range training and exercises 

have been conducted. These complement the accredited training and professional 

certifications training curriculum, mandatory awareness briefings, online training modules 

and assessments conducted. Moving forward, regular cybersecurity exercises will be 

carried out in line with the training roadmap with dominant emphasis in the areas of 

People, Process and Technology to achieve higher exercise maturity level for the public 

healthcare sector in the time to come.  

 

11. Together, these activities will help build “muscle memory” in response to complex 

and fast moving cyber incident scenarios and raise the readiness and maturity of our staff.  

 


